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4. Attacker-Defender Model & Results

1. Motivation
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5. Further Work

3. Generalization to Networks

How might we extend the Gordon & Loeb model to account Multi-Agent Reinforcement Learning — Can we train an intelligent attacker to increase the
for multiple vulnerabilities and assets? robustness and generalizability of our defender model?
+ Represent network as a directed acyclic graph defining Imperfect Information — In practice, defenders may not have perfect knowledge of

entry, intermediate, and leaf nodes. attacker investment allocations and strategies.

Generalizations of the Attacker-Defender model to networks — Just as we have

Let R be the set of ?” paths from entry node to leaf, and € be generalized the Gordon & Loeb model, is it possible to extend our attacker-defender
the set of all edges in the graph. Forr € R and e € &: model to interactions and strategies in arbitrarily large networks?
« L js the loss associated with the leaf node in path r.
+ S (z,v) defines how investments along path r decrease 6. Acknowledgements
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* p. IS the probability of taking edge e at a node.

min " .

Z 0.2 0.4 (.6 (.8 1.0 1.2 1.4

subjectto LW .S (zv)<u reR T oeasig weemers o 7. References
1.2=lax | 1. Lawrence A. Gordon and Martin P. Loeb (2002) “The economics of information security
L} S M (z,v) =[] pe - Se(ze, ve) Figure 1: Optimal network investments. investment.”, ACM Trans. Inf. Syst. Secur. 5, 4 (November 2002), 438-457.
2z 0 ecr Entry nodes in green, leaf nodes in red. 2. Y. Liu and H. Man, “Network Vulnerability Assessment Using Bayesian Networks,” Proc.

SPIE, vol. 5812, pp. 61-71, 2005.




